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Abstract

Recently, Richard Clarke, the former cyber security czar in both the Clinton and Bush administration, stated in a web conference that “Security issues are rapidly growing in importance to business.  Not only do top executives have to pay attention to legislation like Sarbanes-Oxley and HIPAA, but also that there is much pending legislation--on both the national and state levels.”  Businesses have taken government mandated IT security regulations seriously and have rushed to meet compliance by initiating necessary security projects.    

While regulatory changes are causing companies to rethink their approach to Information Security, organizations are also conducting security audits of their internal and external-facing systems.  In many cases these audits are required by the applicable regulating bodies.  The results of these audits often create a lengthy list of IT projects that must be implemented.  Security projects are no longer tied only to best practices.  Those projects necessary to resolve audit and regulatory issues are deemed non-discretionary.  However, attempting to address all resulting non-discretionary projects at the same time can be a lofty goal, even for the determined.     

How should IT projects be prioritized when resources are limited?  Companies faced with limited budget, people and time - but keen on securing IT - must somehow decide which security projects get preference.  This article presents a framework for evaluating these types of security projects.

Security Projects Decisioning Framework (SPDF)

Organizations tend to take one of three positions at the end of an IT audit – 1. Accept findings and work on remediation, 2. Dispute findings and generate response, 3. Deny the existence of finding.  It is not uncommon to see a combination of all three responses at the end of an audit.   Organizations that take audits and regulations seriously and strive to remediate findings rather than denying their existence will be faced with a list of short term and long term projects that must be implemented to remedy the findings and prevent recurrence.

Most organizations are constrained on budget and resources, but expending the effort to remedy audit findings must often be viewed as a necessary evil.  This is where the Security Projects Decisioning Framework (SPDF) comes into play.  The SPDF assigns three dimensions to each project.  The three dimensions depicted in Figure 1 are - Rationale, Exposure, and Cost.  Each project is measured by assigning values to the various aspects of each project dimension.  These are explained below:

Figure 1: The Three Dimensions of an IT Security Project
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1. Rationale Dimension:  The value of a project is determined in response to the question “Why do the project?”  The emphasis of this dimension is on the value delivered by the project.  The scoring process looks at three aspects of where a project delivers value:

· Achieving Regulatory Compliance

· Addressing an audit finding

· IT benefits (besides security)

Two types of scoring approaches can be used here:

1. Weights and Counts:  Using this approach a weight is assigned to each aspect.  For example, Regulatory Compliance and Audit findings may be weighed more heavily than IT benefits.  Next the count is determined by simply counting the number of audit findings that are remedied by the project.  In the end the quantitative score is expressed as follows:


Project Quantitative Score (PQS) = Creg x Wreg + Caudit x Waudit + CIT x WIT 


Creg
= Count of Regulatory compliance that will be met by the project


Wreg
= Weight for regulatory compliance


Caudit 
= Count of audit findings remedied by the project


Waudit 
= Weight for audit findings


CIT
= Count of IT benefits from the project


WIT
= Weight for IT benefits  

2. Aspect Scale:  Using this approach a scale is developed for each aspect depending on the importance of the aspect to your organization.  Next each project is ranked within the respective aspect scale and subsequently all scores are added up to arrive at the PQS.  For example:

· Regulatory Compliance Scale: 1-10

· Audit Scale: 1-6

· IT Benefits: 1-3

There is no set maximum PQS when using the “Weights and Counts” approach.  However, the maximum PQS is limited, when using the “Aspect Scale” approach.  Using our example scale, the maximum dimension score cannot exceed 19 (10+6+3).

2. Exposure Dimension: This helps answer the question “What if the project is not done?”  A qualitative score is assigned to each project based on risk.  The exposure assessment looks at four aspects of a project:

a. Risk of internal breach

b. Risk of external breach 

c. Political risk

d. Financial risk

The risk of not doing a project is assigned to each aspect.  A qualitative scale is used to assign values to each aspect of the dimension.  A 1-5 scale can be used or for simplicity, a three value scale such as High (3), Medium (2), Low (1) can be considered.   Cumulative values are calculated to arrive at the Risk Exposure Index - REI (an arbitrary term used to aggregate risks).  The intent here is to view the Exposure dimension in relation to other projects so that an educated decision can be made.

3. Cost Dimension:  Ultimately, cost is generally a heavily weighed component in the decision making process.  Project costs are assessed in terms of implementation effort and operational costs.  Detailed cost estimates are not necessary at this stage and ‘order-of-magnitude’ estimates can be prepared to estimate vendor and internal resource costs.  Two types of costs should be considered here: Initial Costs and Operational Costs.  Initial Costs include the cost of hardware, software and implementation effort (i.e. workdays or hours).  Include any upgrade costs where applicable.  The Operational Costs should include maintenance contracts, service fees, subscription costs and the estimate of any personnel costs that might result from the addition of new staff to support implemented Security functions.

A spreadsheet based tool can be used to visualize the dimensions.  This tool is used to perform if-then type analysis allowing you to assess the cost and impact of selecting one set of projects versus another.  Such a tool is described in the next section.

[Note to Editor: For your benefit, we have provided the spreadsheet.  We suggest using snapshots of the spreadsheet in the article.  Alternatively you may provide this tool for your readers to download]
Framework in Action

The example spreadsheet lists each dimension and the respective aspects.  We show 12 sample projects in our spreadsheet.  Rationale dimensions are computed using the Weights and Counts approach as described earlier.  Exposure dimensions are determined using the High-Medium-Low scale.  Once all values are filled in the pick column can be used to pick the projects for if-then-else analysis.  By inserting an ‘X’ in the “Pick” column the spreadsheet generates the total costs, the Security Objectives Achieved Index (SOAI), and the Project Risk Addressed (PRA).  Within the SPDF the costs, SOIA, and PRA are collectively referred to as the decision metrics.  The SOAI quantifies the security objective met if a given number of projects are picked.   It is 100% if all projects are executed successfully.  SOAI is based on the Rationale dimension only and is expressed as:
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The same can be done with the Risk Exposure Indices by computing the Percentage Risk Addressed Index (PRAI).  By completing all projects, all risks are fully addressed.  Although, in reality residual risks may remain or new risks may be identified, PRAI only looks at currently identified risks.  PRAI is expressed as:
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Because each project contributes differently to the overall mix, the SOAI and PRAI measure the effectiveness of the planned security projects.  In combination with costs, it allows for scenario based analysis.  Within the SPDF, decision makers are able to pick and choose projects such that SOAI and PRAI can be maximized while minimizing costs.  Additionally, practical analysis may involve optimizing the SOAI and PRAI based on a fixed cost or budget.

Limitations

The SPDF does not directly address project risks such as delays in execution or loss of a critical resource.  These would have to be factored in by means of elements such as contingency costs in the Cost dimension.  The SPDF is standalone in nature, in the sense that it does not factor in other ongoing security or non-security projects that may be dependent on a shared resource pool.  Such impacts can again be addressed by modifying the Exposure and Cost dimensions.  Observant readers will note that the SPDF spreadsheet tool assumes a constant hourly rate to compute implementation costs.  This is because a blended (or average) rate was used to simplify the implementation cost estimates.  Users may choose to modify each individual project line item to reflect multiple detailed cost rates if so desired.  Finally, it is important to note that project findings themselves are a result of interpretations by the auditors.  It is better to question and resolve the findings right after the audit rather than during the SPDF analysis process.   

Wrapup

The SPDF provides decision makers with metrics that can be used to prioritize projects and allocate resources.  The SPDF is useful when decisions have to be made with regards to multiple projects.  The SPDF requires that the analysts understand the various aspects of a project.  The whole process of plugging in the values should preferably be done in a collaborative manner with the involvement of the decision makers and stake holders.  The process of collaboration will not only address the emotional biases but also serve to review the projects in detail for all those involved.  

The SPDF described in this articles lists three dimensions and several aspects to those dimensions.  It is entirely conceivable that those who choose to adopt this framework may improvise upon the dimensions, aspects and the decision metrics.  The end result, however, is to achieve a more rational means of prioritizing projects when presented with a large set of security projects.
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